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APPENDIX W – JNET APPLICATIONS AND SERVICES
JNET Application and Web Service Guides
JNET Application Services
JNET controls access to individual applications through a system of security roles and unique application roles or entitlements. Each of the below applications or systems may require a specific security role and/or entitlement for access.
The JNET security roles are hierarchical in structure, with each higher role inheriting the rights associated with the roles below it.
The JNET security roles (listed from highest to lowest)
· Criminal History (CH) This role provides the highest level of access to criminal history records that JNET can provide.  Users requesting access to this role must work for a criminal justice agency as defined by the Criminal History Records Information Act (CHRIA) and require access to criminal history records as part of their official duties conducted in the administration of criminal justice.
· Criminal Justice (CJ) Access to all criminal justice information available within JNET, but not criminal history records.  May be subject to CHRIA statute provisions and audit requirements. This is the default setting for JNET users who belong to a criminal justice or law enforcement agency before they complete CLEAN certification. Users requesting access to this role must work for a criminal justice agency as defined by the Criminal History Records Information Act (CHRIA).
· Non-Criminal Justice (Non-CJ) Access to all public information available within JNET including, PennDOT photos. Limited access to criminal justice information through AOPC and no access to criminal history records. 



JNET maintains and/or hosts 40 applications. 
	Application
	Security and/or Role
	Description

	AOPC UJS Portal
	CH/CJ
	This service provides access to docket sheets for Pennsylvania’s Appellate Courts, Court of Common Pleas, and Magisterial District Judges. Authorized users can access the Law Enforcement Portal, local rules, court calendars and a statewide warrant search.

	Crime Network (cNET)
	CH/CJ
	cNET is a web-based police records management system which allows data sharing between police agencies.

	DCNR ATV and Snowmobile Inquiry
	CH/CJ/Non-CJ
	Allows JNET users to search for all-terrain vehicle and snowmobile records by owner, vehicle and title information.

	DOH Birth Record Inquiry
	CH/CJ/Non-CJ 
DOH Birth Record Inquiry User
	This application provides JNET users with the ability to search for and retrieve birth certificate record information in order to verify citizenship. 

	Domestic Relations Warrants
	CH/CJ
	Users may search by individual names, cases, or entire counties for a list of outstanding child support warrants from the Pennsylvania Child Support Enforcement System (PACSES). Information returned includes the amount of arrears owed at the time the warrant was issued as well as contact information for the issuing jurisdiction. 

	DHS Recipient Address Inquiry 
	CH/CJ 
DHS Recipient Address Eligible Agency
	This system allows JNET users to enter search criteria to determine if an individual of interest is actively receiving cash or food stamp benefits from the department of human services. 

	Electronic Reporting Statistics
	CH/CJ 
	Allows JNET users to query reports from the electronic reporting data provided by county probation offices and county prisons. 

	ISOATS
	Requires ISOATS eligible agency role. PSP, PBPP, DOC, County Probation, SOAB and County Juvenile Probation.
	The application is used to track offenders and exchange court information from the courts.

	JNET Address Search
	CH/CJ/Non-CJ 
Results depend on security level and role. PennDOT Driver Info/JTS View Users/DHS Recipient Address Inquiry
	Provides practitioners with access to comprehensive address information from 11 distinct data sources through a unified search application.

	JNET Automated Registration System
	No security or role required.
	Allows JNET Sponsors to generate electronic invitations to new JNET users. The new user receives an email notification and clicks on an embedded link to activate their new account.

	JNET Background Check
	CH
	The JNET Background Check allows JNET criminal history (CH) users to quickly search PSP criminal history records as well as warrants from the AOPC and PACSES. 

	JNET Federated Search
	CH/CJ/Non-CJ, & PCS Guidelines User
	Provides AOPC Docket information, WebCPIN photos, PBPP and county Probation/Parole information, DOC and county jail information, PSP criminal history, and PCS sentencing information to JNET users through one interface.

	JNET Photo Search
	CH/CJ 
PennDOT Photo Users/PennDOT History and Photos Users

	This application allows users to make a single inquiry and automatically search for photographs from both PennDOT and WebCPIN – which contains photographs from several other systems including: HIDTA, DOC, PBPP, county prisons and county probation offices. Search results include a link to a map depicting the location of the subject’s home address and surrounding area. 

	JNET Traffic Stop
	CH/CJ
	With officer safety in mind; allows a law enforcement officer to obtain initial vehicle and driver information using the least amount of information available to them (Tag).  CH users will be able to run transactions in PA and other states.  CJ users are restricted to PA drivers and vehicles.  Criminal Justice and Criminal History Role.

	JNET Warrant Search
	CH/CJ
	The JNET Warrant Search allows users to query warrant information from CLEAN, NCIC, AOPC and PACSES, through a single search.

	JNET Warrant Correction
	CH
	Provides users with the ability to correct and resubmit warrants that have been rejected by CLEAN or NCIC, as opposed to manually re-entering the entire warrant. 

	JNET Facial Recognition System (JFRS)
	CH/CJ 
JFRS User
	Allows JNET users to compare an unknown suspect’s image to over 35 million images from PA databases, including PennDOT. JFRS can be used on mobile devices allowing users to upload images from the field for instant comparison.

	JNET User Provisioning System
	No security or role required.
	The user provisioning system allows users to request security roles for further access to specific applications. Similar to the automated registration application, user requests for additional security roles are routed to approvers for review.

	Juvenile Case Management System Inquiry 
	Limited to PSP BCI and BRI
	JCMS provides juvenile information for the completion of background checks, firearms registrations, and Megan’s Law investigations. 

	Juvenile Tracking System
	CH/CJ 
JTS View Users

	JTS allows users from specific agencies to retrieve juvenile data provided by county juvenile probation office sources via a single-point search application and user interface. 

	Law Enforcement Justice Information Web Interface
	CH/CJ 
	Allows all JNET users to query records contained within LEJIS which houses index information from hundreds of police departments from across the commonwealth.

	Learning Management System (LMS)
	No security or role required.
	An online system that provides both basic and advanced user training. Provides training modules for each application available on JNET. Allows JNET Registrars to track users’ completed trainings and progress.

	License Plate Reader (LPR) Suspended and Expired
	CH/CJ
PennDOT Certification User
	The input from a LPR can be compared to a database of suspended and /or expired license plate numbers generated by the Pennsylvania Department of Transportation.

	Notifications
	Notification Recipient Management Entitlement or Virtual Notifications Manager Entitlement
	JNET Notifications allow users to subscribe to real-time event messages for comparison against offender watch-lists. When an event message is published, it is compared against watch-list records and the subscriber is automatically notified via email. When a significant event such as an arrest, disposition, want, warrant, state parole violation, PennDOT change of address or death occurs, users are alerted to check secure JNET for detailed event information.
Virtual notifications are used by federal and municipal users without direct access to JNET through the commonwealth network. Virtual notifications provide these users with the same functionality as traditional JNET notification services without the local database requirements.

	PA Department of Labor & Industry Employment Query
	CH/CJ 
	The PA Department of Labor & Industry Employment Query allows users to access employer data and information and if requested wage data from the Unemployment Compensation Management System repository.

	PBPP-259 
	CH/CJ 
PBPP User 
	This system allows parole agents to enter Record of Interview Form (PBPP-259) information and supplementary notes online, submit the information and retrieve and print it for subsequent reference. It also includes a standard set of reports that are targeted for agents and management use.

	PCCD Constable Query
	CH/CJ/Non-CJ 
	The Pennsylvania Commission on Crime and Delinquency Constable Query allows users to search a database containing certified constable information for all Pennsylvania counties. 

	PCCD Sheriff/ Deputy Sheriff Query
	CH/CJ/Non-CJ
	The Pennsylvania Commission on Crime and Delinquency Sheriff/ Deputy Sheriff Query allows users to search a database containing certified deputy sheriff information for all Pennsylvania counties.

	PennDOT In-Transit Tag
	CH/CJ 
PennDOT Certification User
	The PennDOT In-Transit Tag search allows authorized JNET users to query PennDOT’s in-transit tag database. In-transit tags are 30 day tags that are granted by PennDOT to the purchaser of a vehicle who resides outside of Pennsylvania. These are cardboard tags that are to be used only from the time the non-resident purchases the vehicle in Pennsylvania until he or she registers it in their home state.

	PennDOT License/Registration Pickup
	CH/CJ 
	This application provides JNET users with access to PennDOT's lists of expired and revoked driver’s licenses and vehicle registrations.  Search results include a link to map depicting the location of the subject’s home address and surrounding area.

	PennDOT Photos/History
	CH/CJ/Non-CJ 
PennDOT History and Photos User
	Provides JNET users with access to PennDOT's current and historical driver’s license and photo records, as well as certified driving records. Also includes license suspension information, emergency contact information and CDL medical certification information.

	PennDOT Vehicle Inspection and Emissions 
	CHCJ 
PennDOT Certification User
	The PennDOT vehicle inspection and emissions query allows JNET users the ability to quickly obtain inspection or emissions station information. It also assists law enforcement in identifying fraudulent inspection stickers. 

	PennDOT Vehicle Registration
	CH/CJ
PennDOT Certification User
	Provides JNET users with access to PennDOT's certified vehicle records. 

	Pre-sentence Investigation (PSI) Index
	CH/CJ
	Allows authorized JNET users to search for AOPC pre-sentence related court documents by defendant information, docket number or county. 

	Protection from Abuse Database (PFAD)
	CH
	The Protection from Abuse application searches the PFA Database from the Pennsylvania Coalition Against Domestic Violence.

	PSP CLEAN PortalXL
	CH
	Provides JNET criminal history (CH) users with a fully functional web-based PSP CLEAN terminal. Provides access to the Pennsylvania Sex-Offender Registration Tool (PA SORT) in addition to numerous federal law enforcement data sources.

	Sentencing Guidelines Software (SGS Web)
	CH/CJ
Requires SGS User Role
	This is a web-based application developed by the Pennsylvania Commission on Sentencing (PCS). SGS Web provides official sentencing guidelines, calculations and history to the courts of Pennsylvania via JNET.

	Statistical Reports
	CH/CJ/Non-CJ
	Includes nine reports summarizing usage of the JNET system by county, hourly analysis of JNET usage, successful warrant submissions, county jail and adult probation reporting, pre-sentence information, and JNET notification use.

	User Transaction Log Lookup Report
	No security or role required.
	Allows users to easily search through log files to document their JNET transactions. This application includes all user log entries collected by JNET. 

	WebCPIN
	CH/CJ 
	This web based application provides access to the Commonwealth Photo Imaging Network (CPIN) which includes over five million photos from arrest/booking centers, state and county probation and parole, state and county prisons and NY/NJ High Intensity Drug Trafficking Area (HIDTA). WebCPIN provides the functionality to create photo lineups, perform investigative searches and print wanted/missing person posters. 

	Web Services Monitoring Tool
	CH/CJ/Non-CJ 
	The Web Services Monitoring tool provides users with the status of JNET web services. The application displays availability of the web service, as well as the date and time of the last successful transaction processed for that specific system. 
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JNET Web-Services
The use of JNET web-services may or may not require specific JNET user roles.  Access rights are determined by the agency providing the data and are administered through JNET’s governance/approval process. JNET currently offers 33 public web-services.

	Web Service
	Type of Service
	Description

	Address Service
	Query Service
	While manually running queries through multiple systems can be time-consuming and mistake-prone,  the JNET Address Service provides you with address information from 11 different sources with a single submission to: AOPC, County Adult Probation and Parole, County Prisons, DOC, DHS, DRO warrants, JCJC, PBPP, PennDOT, PSP and WebCPIN.



	All-Terrain Vehicle (ATV) and Snowmobile Service (DCNR) 

	Query Service
	With this service, you can search for All-Terrain Vehicle (ATV) and snowmobile registrations through the Pennsylvania Department of Conservation and Natural Resources (DCNR) Snowmobile/ATV Section returning: owner, co-owner, address, registration and title information related to the vehicle in question.

	Arrest Message (PSP)
	Event Message Service
	With this service, you can subscribe to messages from the Pennsylvania State Police (PSP) regarding all arrests where the individual has been fingerprinted.  All fingerprints at arrest and booking are processed through the Automated Fingerprint Identification System (AFIS) and are then incorporated into the PSP Commonwealth Law Enforcement Assistance Network (CLEAN) and made available to JNET and agency subscribers to the Arrest Message.


	Birth Certificate (DOH)
	Request/Reply Service
	With this service, your system can search for birth records through the Pennsylvania Department of Health (DOH).  All birth certificates filed with the Department of Health are available for searching by basic demographic information.


	Child Support Warrant (DHS)
	Event Message Service
	The Department of Human Services has created a mechanism to publish information regarding warrants originating with failure to pay child support through the Department of Human Service (DHS) Pennsylvania Child Support Enforcement System (PACSES).  The data is then available to JNET, who, by request is able to send messages to subscribing agencies as specific Child Support warrants are issued and served.


	Court Case Event (CCE) Message (AOPC)  

	Event Message Service
	The Administrative Office of Pennsylvania Courts (AOPC) processes all Magisterial District Judge (MDJ) and Common Pleas Court (CP) criminal court cases.  The AOPC has created a mechanism to publish in either the MDJ or CP system, Court Case Event (CCE) information as an event is triggered.  It is then available to JNET, who, by request is able to send messages to subscribing agencies as specific CCEs occur. 

MDJ: Criminal Case Calendar, Case Initiation, Lifecycle, Sentencing/Disposition/ Warrant
CP:   Bind Over, Calendar, Lifecycle, Sentencing Disposition, Warrant

	Court Case Request/Reply (AOPC)
	Request Reply Service
	The Administrative Office of Pennsylvania Courts (AOPC) processes all Pennsylvania criminal court cases.  Agencies may submit an Offense Tracking Number (OTN) request through this JNET Web Service to receive a reply containing up-to-date case information from AOPC related to the OTN.  


	Deceased Person Message (DOH)
	Event Message Service
	The Pennsylvania Department of Health (DOH) serves as the official repository for all records of deceased persons for the Commonwealth of Pennsylvania.  The DOH provides a monthly update of deceased person records, which JNET then batch processes through the Messaging Infrastructure and Notification Service.  Agencies may subscribe to these messages.


	Deputy Sheriff and Constable Contact Information (PCCD)
	Event Message Service
	The Pennsylvania Commission for Crime and Delinquency (PCCD) has created a mechanism to publish contact information for Deputy Sheriffs or Constables.  The data is then available to JNET, who, by request is able to send messages to subscribing agencies as changes such as adding, updating or deleting are made to the information records.


	Driver Service (PennDOT)
	Query Service
	The Pennsylvania Department of Transportation (PennDOT) issues, maintains and retains records for all driver’s licenses in the Commonwealth of Pennsylvania.  PennDOT allows JNET to broker this information to subscribing agencies.  The agency system can then query PennDOT driver information, history, photographs and verification of license records securely through JNET.  Positive matches are then returned to the agency system.


	Driver's Address Change Message  (PennDOT)

	Event Message Service
	PennDOT receives tens of thousands of driver’s address updates each week. As PennDOT processes each change of address, a message is sent securely to JNET. The message is then made available to JNET users through the JNET Messaging Infrastructure (MI) JNET Notification Service.


	Electronic Filing (E-Filing) Court or Case Filing (AOPC)

	Request/Reply Service
	The Administrative Office of Pennsylvania Courts (AOPC) allows local agencies to electronically file (e-file) any proceeding that initiates a new case or affects an existing case to the appropriate court (via JNET).   E-Filings include criminal complaints, traffic citations, and docketing events


	Electronic Reporting (ER) Adult Probation and Parole (ER2P) (PBPP) 

	Event Message Service
	JNET ER2P is designed to allow County Adult Probation and Parole systems to implement and deploy a web service client in order to publish data to JNET.  It is not a subscription to the web service or a query service.  For these, see the Electronic Reporting [ER] Inquiry and Subscription Services.  (ER2P is only available for participation by County Adult Probation and Parole agencies.)

When your Probation and Parole Department participates in this system, the JNET Electronic Reporting (ER) functionality then provides adult probation and parole information from County Probation and Parole offices to the Pennsylvania Board of Probation and Parole (PBPP) and the data is then made available to agencies subscribing to the JNET ER service.  


	Electronic Reporting and Inmate Information (ERII) County Prison (DOC) 

	Event Message Service
	JNET ERII is designed to allow County Prison systems to implement and deploy a web service client in order to publish data to JNET.  It is not a subscription to the web service or a query service.  For these, see the Electronic Reporting [ER] Inquiry and Subscription Services.  (ERII is only available for participation by County Prisons.)

When your Prison participates in this system, the JNET Electronic Reporting (ER) functionality then provides Prison information to the Department of Corrections (DOC) and the data is then made available to agencies subscribing to the JNET ER service.  


	Electronic Reporting (ER) Subscription Service (DOC, PBPP)

	Event Message Service
	The JNET ER Subscription Service allows authorized agencies to become secondary recipients of County Probation and Parole (ER2P) or County Jail (ERII) messages.  The ER Subscription Service brokers and publishes an exact copy of the original incoming message to authorized subscribers in a National Information Exchange Model (NIEM) XML format. The subscribing agency may then filter the data, using what fields are relevant for its business needs. 


	Employment Service (DLI)

	Query Service
	The Department of Labor and Industry (DLI) Employment Service allows systems to search for employer and wage information from the DLI Unemployment Compensation Management System (UCMS).  

Employers covered under the PA Unemployment Compensation (UC) Law are required to file quarterly reports showing wages paid to employees.  The data extracted from these quarterly reports are stored in the UCMS.  The UCMS retains the last 16 quarters (4 years) of employee records submitted by the employer.


	Fish and Boat Registration Service (Fish and Boat Commission) 

	Query Service
	This service allows your agency system to query and receive registered boat, owner, registration, and alert information through JNET from the Pennsylvania Fish and Boat Commission.


	Inmate Misconduct Message(DOC)
	Event Message Service
	The Pennsylvania Department of Corrections (DOC) is responsible for the custody of inmates housed in all State Correctional Institutions (SCI). As part of that responsibility, when there is an incident in an SCI related to inmate misconduct, the DOC administers a formal investigative, hearing and sanctioning process related to the misconduct. As part of that process, the DOC shares misconduct findings messages through the JNET Messaging Infrastructure (MI) with any agency who is approved to receive access.

	Juvenile Court Case Event (CCE) Message (AOPC)
	Event Message Service
	The Juvenile Court Case Event publication (CCE) process publishes all Juvenile court case data concerning court events, case participants, offense(s), disposition, sentencing, juvenile detention and warrants to court case subscribers

	Out of State Arrest 
	Event Message Service
	With this service, you can subscribe to arrest messages from the states Delaware, Maryland and Washington D.C.  Out of State Arrests are available only to Probation and Parole Departments and Prisons.

	Offender Inquiry
	Query Service
	The Offender Inquiry Service allows authorized systems to access County Offender, County Inmate and State Parole information through one federated inquiry. This system-to-system service provides flexibility in that queries may be for specific individuals or a search for all offenders contained in one or more counties as well as in one or more of the contributing databases.


	Originating Agency Identifiers (ORI) Update Message (PSP) 

	Event Message Service
	An ORI is used by the Federal Bureau of Investigation (FBI) to track all transactions being run through the federal National Crime Information Center (NCIC). The Pennsylvania State Police (PSP) office oversees all Pennsylvania ORIs on their Computerized Criminal History Records Information (CCHRI) system using an ORI master index.

The ORI Update Message allows agencies without direct access to the index to subscribe to up-to-date ORI information.


	Parole Violation Message (PBPP)

	Event Message Service
	The Pennsylvania Board of Probation and Parole (PBPP) supervises all individuals released on parole from a State Correctional Institution (SCI), special cases from Commonwealth Common Pleas (CP) Courts, as well as cases transferred into Pennsylvania from other jurisdictions. When Offenders under the supervision of PBPP are found in violation of the terms of their supervision, the PBPP updates the offender’s status in their system and shares the update with JNET once a day at a designated time.


	Photo Service (PCCD, PennDOT) 

	Query Service
	This service allows your agency system to access PennDOT Driver Photos and History as well as Web Commonwealth Photo Imaging Network (Web CPIN) photographs through one federated inquiry. Results include driver and offender demographic information, address information, license information, criminal case information, and physical characteristics.


	Sentencing Guideline Request/Reply (PCS) 

	Request/Reply Service
	With this service, your system can query the Pennsylvania Sentencing Commission (PCS) and receive a reply with information relating the specific sentencing guideline for which you are searching.


	Sentencing Guideline Message (PCS)
	Event Message Service
	This service allows your agency to subscribe to Sentencing Guideline information as it is published by the Pennsylvania Commission on Sentencing (PCS).


	Vehicle Service (PennDOT) 

	Query Service
	The Pennsylvania Department of Transportation (PennDOT) issues, maintains and retains records of all vehicle registrations for the Commonwealth of Pennsylvania. PennDOT via JNET brokerage, allows subscriber systems to query PennDOT vehicle records. When a potential match is made, the service provides information that can then be used for forms and reports such as vehicle registration, history, title, owner, and lessee information.


	Wanted Person Message (PSP)
	Event Message Service
	The Pennsylvania State Police (PSP) process and submit wanted persons to the National Crime Information Center (NCIC) and share a message with JNET.

	Warrant Service (AOPC, PSP, DHS)

	Query Service
	The Warrant Service allows JNET subscribing agencies to access data from the Pennsylvania State Police (PSP) Commonwealth Law Enforcement Assistance Network (CLEAN), Administrative Office of the Pennsylvania Courts (AOPC) and Pennsylvania Child Support Enforcement System (PACSES). 


	Watch List Query Service
	Notification Service
	Watch List Query Service requires an agency to develop and host a Watch List Query Service on their system using specifications provided by JNET. Whenever JNET receives event information from Pennsylvania state agencies or business partners, JNET invokes the agency’s service to deliver that event information.  The agency Watch List Query Service would then query the agency’s own database in an attempt to match any individuals received from JNET.  If any matches are found, the service would indicate this to JNET in a response and JNET would then send a notification to designated agency recipients.


	Watch List Update Service
	Notification Service
	When utilizing the Watch List Update Service, JNET maintains an agency’s watch list of persons of interest.  JNET compares incoming event messages against the watch list and delivers notification events to designated agency recipients. The agency would call JNET’s Watch List Update Service to maintain their watch list by adding or removing individuals from the watch list hosted at JNET.







Acronym List

	Acronym
	Definition

	AOPC
	Administrative Office of the Pennsylvania Courts

	ATV
	All-Terrain Vehicle

	CCE
	Court Case Event

	CDL
	Commercial Driver’s License

	CH
	Criminal History

	CJ
	Criminal Justice

	CLEAN
	Commonwealth Law Enforcement Assistance Network

	cNET
	Crime Network

	CPIN
	Commonwealth Photo Imaging Network

	DCNR
	Department of Conservation and Natural Resources

	DOC
	Department of Corrections

	DOH
	Department of Health

	DHS
	Department of Human Services

	HIDTA
	High Intensity Drug Trafficking Area

	JCMS
	Juvenile Case Management System.

	JDFS
	Justice Data Flexible Search

	JFRS
	JNET Facial Recognition System

	JNET
	Justice Network

	JTAC
	JNET Terminal Access Control

	JTS
	Juvenile Tracking System

	LEJIS
	Law Enforcement Justice Information System

	LMS
	Learning Management System

	MCC
	Master Charge Code

	NCIC
	National Crime Information Center

	NY/NJ
	New York/New Jersey

	ORI
	Originating Agency Identifier

	OTN
	Offense Tracking Number

	PA
	Pennsylvania

	PACSES
	Pennsylvania Child Support Enforcement System

	PA SORT
	Pennsylvania Sex-Offender Registration Tool

	PBPP
	Pennsylvania Board of Probation and Parole

	PCCD
	Pennsylvania Commission on Crime and Delinquency

	PCS
	Pennsylvania Commission on Sentencing

	PennDOT
	Pennsylvania Department of Transportation

	PFAD
	Protection from Abuse Database

	PSI
	Pre-Sentence Investigation

	PSP
	Pennsylvania State Police

	SGS
	Sentencing Guidelines Software

	SID
	State ID

	UJS
	Unified Judicial System

	WebCPIN
	Web-based Commonwealth Photo Imaging Network 
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